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Executive Summary

The SUPHICE system will support rapid deploymentl amnfiguration of an IP network in response to
unplanned requirements for secure communicatioree BUPHICE system provides secure unplanned
communication between a number of LANs connectedsadhe Internet or closed WAN via IP crypto desic

The purpose of this document is to define the requelements that form the unplanned security tecture.
This will include the definition of the roles andsponsibilities of the individual elements and itfermation
exchanges between different elements.

The SUPHICE system is concerned with the netwovkllef a system and not the application level. BdR
cryptographic device will provide access to theigauent on the network it protects.
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1 Introduction

1.1 Purpose and Scope

The purpose of this document is to define the reduelements that form the unplanned security tecture.
This will include the definition of the roles andsponsibilities of the individual elements and itfermation
exchanges between different elements.

The second version of the deliverable includes mif@anges to the system after a partial proof ofcept
implementation.

1.2 Scenario

The SUPHICE system will support rapid deploymentl amnfiguration of an IP network in response to
unplanned requirements for secure communicationsexample scenario of where the system might be isse
in a national emergency. This could be a flood dfrar on the border between two countries. In #itisation, a
number of different agencies may want to commueisaturely. For example, they might include:

Fire Service for country A
Environment Agency for country A
Army for country A
Fire Services for country B
Ambulance Service for country B
Each agency has its own LAN or number of LANs eamaliected by an IP cryptographic device.

Ny s
[
Laptop o

P Crypto

Internet

IP Crypto

.....

Figure 1 Example Scenario

Figure 1 shows a number of devices that wish tonganicate securely. Each device is connected on ld LA
through an IP cryptographic device (also referethtthis document as an IP Crypto or crypto dévioethe
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Internet. This could also be a closed network. Niothe diagram that the Fire service from couitrpas 2
LANS.

This document defines an architecture to suppaeriree unplanned communications, such as that rejirirthe
example scenario above. The proof of concept impieation may not implement all the functionalitysdebed.

1.3 Structure

Section 2 gives an overview of the architecturee iFformation exchanges are shown in section Sedction 4
the sequence of events required to establish aunplanned secure communication channel are ilkastria an
alternative form. The major sub-systems that complos SUPHICE secure ad-hoc service solution aerithed
in sections 5 through to 8. Where appropriate, doisument uses UML [1] diagrams to aid in the dption of
the architecture.

1.4 Definition

Element: The SUPHICE architecture is composed of four mgges of element. The cryptographic services
registry, the authorisation server, the parameteres and the IP crypto.

Key material or key: This is the information needed by the IP cryptosieate a secure tunnel. It may be
certificates or pre-loaded cryptographic keys.

IP cryptos: An IP crypto is a cryptographic device that canrgoicand decrypt data, and also interact with the
other elements of SUPHICE.

Service: IP cryptos are said to provide a ‘service’. This/ge will give secure access to a LAN located hehi
the IP crypto at a defined security level.

1.5 Abbreviation

CA Certificate Authority
GUI Graphical User Interface
P Internet Protocol
LAN Local Area Network
TRT(UK) Thales Research & Technology (UK) Limited
SA Security Association
SOAP Simple Object Access Protocol
uDDI Universal Description Discovery and Integration
UML Unified Modelling Language
PUBLIC
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2 Architecture

The SUPHICE system provides secure unplanned concation between a number of LANs connected across
the Internet or closed WAN via IP crypto devicesorder to describe the architecture in more détailsimple
case will be shown where only 2 LANs wish to corin@f course, the same process could be used tonadel
LANSs to the network. Figure 2 shows an architecforesuch a system, where the 2 LANs happen tadm f
separate counties (they could also be from sepaggecies). The main components are as follows:

IP crypto devices

a cryptographic services registry

an authorisation server with the use of policy Hasanagement
a distribution server for cryptographic parameters

Figure 2 Secure Unplanned Network

Figure 2 consists of two Agency Domains (one oraage one purple). Each agency domain consistseof th
LAN(s), the IP Crypto(s), the Parameter Server, ghehorisation Server and the Policy RepositoryisTh
document will describe the general case where eadh is in a different agency domain. Of coursehigt2
LANs that wish to communicate are in the same ageloenain only one Authorisation Server and Paramete
Server will be consulted, however the sequence@fis remains unchanged.

2.1 IP Cryptographic Devices

At the core of the secure IP network, there arersduP cryptographic devices. These are soft-ldativices
that can be remotely and automatically reconfiguredeal-time to operate with new security appiimas.
Configurable updates range from replacements fgirex keys and old algorithms to the communications
protocol supported — an upgrade from IPv4 to IRe6,.example. A crypto whose service has been deveny
from the registry will be known as the advertisegpto. A crypto that wishes to make a connectioti e
known as the initiator crypto.
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2.2 Cryptographic Services Registry

The cryptographic services registry uses UDDI (l@rsal Description Discovery and Integration) to extise
cryptographic services available to the networla istandardised manner. Available services mightidecthe
provision of a secure connection for a certainquetd protect data of a specified classificatioithvselectable
cryptographic parameters such as algorithm and. késsrs can search through the list of publisheds in
the same way as a Yellow Pages Directory can bretsegh

2.3 Authorisation Server

The release of cryptographic services is normallytiolled by a National Information Assurance Auttyo(or
other agency independent from the system providég would host an authorisation server for the esyst
Figure 2 shows a separate authorisation servegaion agency domain. It is likely that one authtiosaserver
would be responsible for a number of IP cryptogiaplevices. The authorisation server that is resiota for a
crypto device is known as the device's native aightion server. When a request for a service dantne web-
based authorisation server will be notified, anel dppropriate release decision can be taken. Ther@ation
server for the advertised crypto device is knowthasemote authorisation server.

2.4 Distribution Server for Cryptographic Parameter s

Once the release of a cryptographic service has detorised, the associated parameters (algoritkeys etc.)
must be securely supplied to the network devicdse BUPHICE demonstrator includes cryptographic
parameters distribution servers, which will supplgse items as necessary.
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3 Flow of Information (Order of Events)

This section shows the flow of events requiredstalglish a secure connection between 2 networkkidtrates
the successful scenario where all checks are pesitid a connection can be achieved.

3.1 Publish Services

When the crypto device powers up it publishestaofishe services it has to offer to the CryptodpiaServices
Registry. Figure 3 shows publishing of servicesh®ycrypto device.

Figure 3 Publish Available Services
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3.2 Service Discovery

An administrator will use a GUI (connected to aptoy device) to view services that are availablee Th
administrator will enter search criteria to findexrvice. Figure 4 shows that the crypto device aidtover what
services are available online by retrieving theinfation from the Cryptographic Services Registiye list of
services will then be sent to and displayed orGbé The information stored in the Registry aboseavice will
be a minimal set of attributes, with a service asgmint to retrieve the service details from.

Fiqure 4 Discover Services
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3.3 Authorisation

Authorisation is shown in Figure 5. The adminisiratsing the GUI selects the service required. drigpto will
then get the SUPHICE service details from the atbest crypto service. This will contain detailsu@qd to use
the service, including the following:

the public IP address of the crypto device offetimg service
the contact details of the administrator of theviser
the public IP address of the Authorisation Sergsoeiated with the crypto device offering the sarvi

The crypto device will then request authorisatioprtovide access to a service from its designatgtidkisation
Server. Using policy-based management (rules)Atithorisation Server will check to see if the coctizn can
be allowed (see section 7 for more detail). Ifé¢benection is allowed the authorisation server sgillrn a list of
the parameters required (i.e. the name of the kelyadgorithm to use) and the address of the seovegtrieve
the parameters from.

The crypto device must first get permission to fewvaccess to a service from its’ native AuthorsaServer
before communicating with the remote Authorisatiéerver. This stops the crypto device communicatiity
an Authorisation Server belonging to a nation/oiggtion that its own native Authorisation Servelymat grant
permission to communicate with.

Figure 5 Authorisation to Provide a Service
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The crypto device must then request authorisatimm the authorisation server of the remote crygaak. The
address of the remote authorisation server willdberned from Cryptographic Services Registry Igokeigure
6 shows the requesting of authorisation from tmeate server. The remote authorisation server wittact the
service provider crypto device to notify it thaetbervice is required and which key and algorithenta be used.

Figure 6 Authorisation to Use a Service
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3.4 Get Parameters

Figure 7 depicts how parameters are retrieved. fJhieal parameters to be retrieved are the key tued
algorithm.

Fiqure 7 Get Parameters
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3.5 Complete Connection

The crypto devices can now set-up the secure tufihé is shown in Figure 8. Each end will creatgeaurity
association (SA) with the other end.

Figure 8 Complete Connection
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3.6 Revoke Authorisation For Connection

After a connection has been authorised. The awttioh authority is able to revoke authorisation o
connection, via the Authorisation Server's GUl.oas be seen in Figure 9 the Authorisation Servérnetify
the Crypto device in its agency domain. The Cryjguice can then break the connection from its end.

Figure 9 Revoke Authorisation by Native Authorisaton Server
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If a remote authorisation server wishes to revakhaisation then a revoke message is used tonitiator
crypto and a delete message to the crypto in #a@gdomain. This is shown in Figure 10.

Figure 10 Revoke Authorisation by Remote Authorisabn Server
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4 Sequence Diagram

The diagram below shows the sequence of eventsredguo establish an unplanned secure communicattbannel between a pair of endpoints participaiting
SUPHICE enabled network. The diagram is a more @osedl form of the same sequence of events thadegasibed in Section 3.

Initiator Crypto Admin GU)| Initiator Crypto Advertised Crypto Crypto Services Registry] Native Auth Servel Remote Auth Serve Native Params Servel Remote Params Server

Crypto Admin Initiator

-

[ 1

|

: 1: register _':,ervi(:e_-~J,I
|
|
|

2: register services |
-

[ .

|

|

|

3: enter services search 4riteia |
e |

|
1

3.1: lookup services

o

o
I

[

4: select service to use
—
—

|

|

|

|

|

|

| |
| |

| |

| |

3.1.1: lookup servi¢es :
| |

| |

| |

| |

| |

| |

| |

i

|

|

. |
4.1: select service to uge:
4.1.1: request supHice service details

grants permission and
< specifies crypto params >
4.1.2: request pern}nission to provide service tb advertised crypto

- i______— T i
|

. X .
4.1.3: request permission to use service with crypto params X

o

grants permission

T

|

|

| —_
! 4.1.3.1: #:rovide service to initiator c}'ypto using crypto params

|

- I
4.1.4: download cpypto params X |

i E |
r .1.5: create SA| | 4.1.3.1.1: download crypto params X
f

|
|
11.3.1.2: create SA |
4.1.6: perform key exchange) !

- I
Lr Secure communications channel
|

established between initiator cryptc
and advertised crypto

L,
| |
| |
| |
| |
| |
| |

Figure 11 Sequence Diagram for Establishing an Unahned Secure Communications Channel
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5 Cryptographic Devices

5.1 Overview

The cryptographic devices will provide a securenzmtion between 2 LANs. Encrypting and decrypting data
sent between the LANs using an algorithm and ke dlgorithm and key information is only known tack end
and is not public. The algorithm and key data aepne-stored in the cryptographic device but esed from the
parameter server when required. This allows th@tographic device to be used for a previously umpdal
connection that was not known when the cryptograplevice was deployed. Only the authorisation serwaust
have some knowledge about a possible connectiadiance to allow matching algorithm and key datédeo
assigned to each end. The cryptographic devicédse able to download software updates from the maters
server.

The Management GUI is considered to be non-starataddoroprietary to the crypto device. This docum&only
concerned with standard parts of the SUPHICE system

5.2 Use Cases

This section will not describe all the use casesforyptographic device but just the ones relefanthe SUPHICE
system.

Figure 12 Cryptographic Device Use Case Diagram

5.2.1 Auth Decision

When a decision on a request for authorisatiorbeas reached the Authorisation Server will sendugh decision
message to the relevant crypto device. If permisssogranted the server will also specify the aogpaphic
parameters that must be used and the locationGr/ptographic Parameters Server where the devigeabtin
the parameters. This will also be used the revoliecsisation on a previously accepted decision.

5.2.2 Connect With

When permission is granted by a remote AuthorisaBerver for a service to be used, the native orgptice must
be notified. This is achieved with a Connect Withssage. The message will contain the cryptogragr@meters
that must be used and the location of a Cryptogcaptarameters Server where the device may obtan th
parameters.

5.2.3 Disconnect

In order to revoke authorisation an Authorisati@mn@r can send a disconnect message. This messtngeinverse
to the connect with operation and can thereforg caie from a native authorisation server.

5.2.4 Get Service Detalls

This is the use case to get the SUPHICE servicailsdtom the crypto. This will be a detailed sétattributes
about the service available.
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6 Cryptographic Services Registry

6.1 Overview

The Cryptographic Services Registry provides araédatabase where crypto devices can registesehgces they
provide and lookup services they would like to lBgregistering a service a crypto device is adsmg that it is
able to provide access to specified endpointseasplecified security level.

6.2 Use Cases
Figure 13 shows use case scenarios for the Cryggbgr Services Registry. A description of each cesge is

provided in the following sections.
r S

Fiqure 13 Cryptographic Services Reqistry Server UsCase Diagram

6.2.1 Register Service

The Crypto Device connects to the CryptographiviSes Registry and both parties authenticate om¢han The

registry verifies that the device is authoriseddgister services in this registry. The device ftes the registry
with details of the service to be registered. Thidudes a description of the service, the puliicatdress of the
crypto device, the security level, and the locatifrihe authentication server that has respontitfitic granting

access to the registered service. The registry aduswy database entry to record details of thestagid service.
This use case is automatically invoked as pat@fdevice’s power-on initialisation sequence.

6.2.2 Discover Services

The Crypto Device connects to the CryptographiviSes Registry and both parties authenticate om¢han The
registry verifies that the device is authorisetbtikup services in this registry. The device presithe registry with
search criteria that describe services in whicls iinterested. The registry performs a query ushreg provided
search criteria and returns a list of matchingisesvto the device. This use case is invoked iparese to a service
search request initiated by a user of the devitglsagement tool.

PUBLIC
D3.1 V3.0 (D31-O-PU-003-TRT Architecture Definition.doc 12-06-2006) Page 20 of 27



SUPHICE - WP3.1 Architecture Definition
PUBLIC

7 Authorisation Server

7.1 Overview

The SUPHICE system uses Authorisation Serversdotrolling who can use and provide secure commtioits
services. Every crypto device participating in 81¢PHICE system is associated with a native Authtide Server
whose location is well known to the device. Thigharisation server is responsible for determinirgowhe device
can provide services to. When a crypto device veishgarticipate in a secure communications chabhnalist also
obtain permission from the remote device's Authaiian Server to use the provided service. The iocatf the
remote Authorisation Server is given to the loecgbto device by the Cryptographic Services Registry

The design of the Authorisation Server incorporgtelicy-based management components that use ppas@d
policies (or rules) to make automated decisiongdbam service attributes such as name, locatioadtPess, and
nationality. A rule can give a result of acceptjece or refer to a human operator. In situationsemghthe
Authorisation Server cannot reach an automatedsidecusing the installed policy set, the decisian be taken
manually by a human operator.

The Authorisation Server provides a web-based farter that allows authorised users to browse reguésie
decisions, and edit policies.

7.2 Use Cases

Figure 14 shows the use case scenarios for theoAsittion Server. A description of the actors dmel wse cases
they participate in is provided below.

Figure 14 Authorisation Server Use Case Diagram

7.2.1 Submit Request to Provide Service

A crypto device submits a request for permissioprivide a service to a remote device in respoase ¢rypto

administrator’s request to use a service providgdhle remote device. For a complete secure comratioics

channel to be established both devices must pravidervice to one another. The device submits aestdo its

native Authorisation Server (whose location islwalbwn to the device) for permission to providseavice to the
specified remote device. The server will evaluatiequest and make a decision whether to grametheest. A
decision can be accept, reject or refer to a huopanator. The decision may be reached automatibgithe policy

management component, or manually by a human asghoiThe server conveys its decision to the deuice
permission is granted the server will also speitiBy/cryptographic parameters that must be usedhenidcation of

a Cryptographic Parameters Server where the devégeobtain the parameters.
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7.2.2 Submit Request to Use Service

If a crypto device receives a positive responsg tequest for permission to provide a service tenaote device, it
will proceed to issue a request for permissiong® the reciprocal service provided by the remotécdeThe local
device submits a request to the remote deviceisenatuthorisation Server, whose location is prodides part of
the service information obtained from the Cryptiria Services Registry. The request is for permis$d use a
service provided by the specified remote devicenwite specified cryptographic parameters. The senit
evaluate the request and make a decision whettgnatd the request. The decision may be reachexnatically
by the policy management component, or manuallya byaiman authoriser. The server conveys its decisidhe
device. Note in this case the server does not fypibh@ cryptographic parameters to use as these alagady been
defined in the request received from the device.

7.2.3 Login

The Unauthenticated User connects to the Authditdit&erver web site and enters his credentialth Barties
authenticate one another and the server verifigsttte user is authorised to login. If the usends authorised to
login the server displays an error page. Othervife server displays a menu page with options qpojate to the
user’s permissions.

7.2.4 Browse Requests

The user must be logged into the Authorisation &eweb site with the Authoriser role to invoke thie case. The
Authoriser selects the option to browse authowsatequests from the web site menu. The servetagis@ list
view of outstanding and processed requests.

7.2.5 Accept/Reject Request to Use/Provide Service

The user must be logged into the Authorisation &eneb site with the Authoriser role to invoke thie case. The
authoriser selects the option to browse authoosagquests from the web site menu. The servetagsp list of
outstanding and processed requests. To accepttstammding request, the authoriser selects an #igorand CA
certificate, and clicks the accept button. To reget outstanding request the authoriser clickgéfext button. The
server will send the appropriate response to thieele

7.2.6 Revoke Authorisation to Use/Provide Service

The user must be logged into the Authorisation &eneb site with the Authoriser role to invoke thie case. The
authoriser selects the option to browse authoosagquests from the web site menu. The servetagsp list of
outstanding and processed requests. The userssklatt the list of previously accepted requeststortee revoked.
The user can then click the revoke button andéhees will send a delete message to the cryptocdani its agency
domain. If a remote authorisation server wishegvoke authorisation then a revoke message istogbe initiator
crypto and a delete message to the crypto in #ga@gdomain.

7.2.7 Edit Policies

The user must be logged into the Authorisation &emeb site with the Policy Administrator role twoke this use
case. The Policy Administrator selects the optmmdit policies from the web site menu. The sedsplays the
installed policies and presents menu options tq mtdove, and edit policies.

7.2.8 Browse Audit Trail

The user must be logged into the Authorisation Seweb site with the Administrator role to involst use case.
The Administrator selects the option to browsedhdit trail from the web site menu. The server ldigpa list view
of records in the audit role.

7.2.9 Browse Users

The user must be logged into the Authorisation Seweb site with the Administrator role to involést use case.
The Administrator selects the option to browse sigesm the web site menu. The server displaystavigsv of
users who are authorised to login to the server.

7.2.10 Add User

The user must be logged into the Authorisation Seweb site with the Administrator role to involst use case.
The Administrator selects the option to add a @reen the web site menu. The server displays a nesw form to
be completed by the Administrator.

7.2.11 Delete User
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The user must be logged into the Authorisation Seweb site with the Administrator role to involst use case.
The Administrator selects the option to browse sifgmm the web site menu. The Administrator seldutsuser to
be removed and selects the remove user option tihenweb site menu. The server prompts the Admatmtrto
confirm that the selected user should be remov¥allelAdministrator responds positively, the usaremoved.

7.2.12 Modify User

The user must be logged into the Authorisation Seweb site with the Administrator role to involst use case.
The Administrator selects the option to browse sigmm the web site menu. The Administrator seldutsuser to
be modified and selects the modify-user option fitlm web site menu. The server displays a pageialipthe
administrator to make changes to the user’s prdbleexample adding or removing user roles.
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8 Cryptographic Parameters Server

8.1 Overview

The SUPHICE system uses Cryptographic ParameteverSeas a means of enabling crypto devices to taan
cryptographic parameters (i.e. algorithms and foeates) as they are required. The advantage efapproach is
that crypto devices do not need to be pre-installigd all conceivable crypto parameters. Messages som an
Authorisation Server to a crypto device indicateethier a particular crypto device may provide or aiservice. In
the case of a positive message, details of whight@graphic parameters to use, and the locati@an@fyptographic
Parameter Server able to provide these parameaisesalso conveyed in the message. The device bges t
information to automatically configure itself withe correct parameters.

The Cryptographic Parameters Server may be extetaledso provide new software functionality modutes
deployed soft-loadable crypto devices. For examplejodule could be made available via the serverawide
devices with the capability to handle IPv6 traffito obtain new functionality modules, crypto degiogould
employ similar mechanisms as those used to dowrdggodographic algorithms and certificates.

Cryptographic Parameter Servers provide a SOAPfati to crypto devices, and a web-based inteftackuman
operators. Using the web-based interface, operaterable to manage the set of parameters hostitt [server.

8.2 Use Cases

Figure 15 shows use case scenarios for the Crygibgr Parameters Server. A description of eachcase is
provided in the following sections.

Figure 15 Cryptographic Parameters Server Use Cadeiagram

8.2.1 Download Crypto Parameters

The Crypto Device provides the server with the nafnihe required CA certificate or algorithm. Ifetlserver has
the requested parameters they are downloaded tethee, otherwise an error is returned to theaevi

8.2.2 Download Functionality Module

The Crypto Device provides the server with the nahthe required functionality module. If the sarVes the
requested module it is downloaded to the devidesratise an error is returned to the device.

8.2.3 Login

The Unauthenticated User connects to the CryptarReters Server web site and enters his crederBiatls. parties
authenticate one another and the web site vetHisthe user is authorised to login. If the usanat authorised to
login the server displays an error page. Othervife server displays a menu page with options qpojate to the
user’s permissions.

8.2.4 Browse Crypto Parameters
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The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypirameters
Manager selects the option to browse crypto parmmdétom the web site menu. The server displaystaiew of
available crypto parameters.

8.2.5 Add Crypto Parameters

The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypirameters
Manager selects the option to add crypto paramétarsthe web site menu. The server prompts the tosepload
a file containing the crypto parameters, whichaéed to the Crypto Parameters Repository.

8.2.6 Remove Crypto Parameters

The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypir@ameters
Manager selects the option to browse crypto paremmidtom the web site menu and then selects treneder he
would like to remove. The server prompts the ugaonfirm that the selected parameter should beverh If the
user responds positively, the parameter is remfroed the Crypto Parameters Repository.

8.2.7 Browse Functionality Modules

The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypir@ameters
Manager selects the option to browse software fomality modules from the web site menu. The sedisplays a
list of available modules.

8.2.8 Add Functionality Module

The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypirameters
Manager selects the option to add a functionalibgduate from the web site menu. The server prompsutier to
upload a file containing the functionality modubéhich is then added to the module repository.

8.2.9 Remove Functionality Module

The user must be logged in with the Crypto Pararaétanager role to invoke this use case. The Criypir@ameters
Manager selects the option to browse functionatibdules from the web site menu and then selectmtitile he
would like to remove. The server prompts the usetanfirm that the selected module should be rewcholfethe
user responds positively, the module is removed.

8.2.10 Browse Audit Trall

The user must be logged into the Crypto Param&enger web site with the Crypto Parameters Adnreiigt role
to invoke this use case. The Crypto Parameters idtrator selects the option to browse the audit from the
web site menu. The server displays a list viewegbrds in the audit role.

8.2.11 Browse Users

The user must be logged into the Crypto Param&enger web site with the Crypto Parameters Adnreiigt role
to invoke this use case. The Crypto Parameters Adtrator selects the option to browse users frioenvteb site
menu. The server displays a list view of users waiteoauthorised to login to the server.

8.2.12 Add User

The user must be logged into the Crypto Param&enger web site with the Crypto Parameters Adnreiigt role
to invoke this use case. The Crypto Parameters wdtrator selects the option to add a user fromvikb site
menu. The server displays a new user form to beptaied by the administrator.

8.2.13 Remove User

The user must be logged into the Crypto Param&enger web site with the Crypto Parameters Adnreiigt role
to invoke this use case. The Crypto Parameters Adtrator selects the option to browse users frioenvteb site
menu. The administrator selects the user to bevedhand selects the remove user option from thesitebmenu.
The server prompts the user to confirm that thecsetl module should be removed. If the user resppositively,
the module is removed.

8.2.14 Modify User

The user must be logged into the Crypto Param&enger web site with the Crypto Parameters Adnreiigt role
to invoke this use case. The Crypto Parameters Adtrator selects the option to browse users frioenvteb site
menu. The administrator selects the user to befieddind selects the modify user option from thé wsiée menu.
The server displays a page allowing the adminstriat make changes to the user’s profile, for exanagding or
removing user roles.
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9 Security

Given the nature of SUPHICE it is clear that sagusf the interfaces is of paramount importancee Tikt below
provides a summary of the security issues to beidered.

Authentication — service providers may need to be sure who isingatequests of them, and service
clients need to be sure that they are making setapd a genuine service.

Authorisation — having authenticated the client a service pmvitdust further ensure that the client is
authorised to make a particular request.

Confidentiality — ensures that only the service provider and tievolved in a particular conversation
are able to decipher the messages sent betweéndiparties.

Integrity — ensures that messages are not altered as #lvelacross the network.

Non-repudiation — ensures that the sending party cannot later Haming sent a message and that the
receiving party cannot later deny having receivedvell.

Availability — interface should always be available and resitiea denial of service attack.

A number of possible options have been identifedsecuring the services interfaces, if web sesvteehniques
are used and these are briefly described below.

1. Application layer security, e.g. digitally siggiand encrypting the XML documents passed betwerrponents.
There are a number of emerging Java specificatmhelp in this area, e.g. JSR 105 - XML Digitadi@ture APIs
[2], ISR 106 - XML Digital Encryption APIs [3].

2. Transport layer security, e.g. defining secucitnstraints within the web services interface gigation that
restrict access to the service to HTTP over SSL.

3. Network layer security, e.g. using additionatrgption devices to protect authorisation serv@earameters
servers, and services registries.

The security of the architecture will be considenmedletail as part of SUPHICE Task 1.4 (Unplannedviges
Security Analysis), see D1.5 [4].
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