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Executive Summary  
The SUPHICE system will support rapid deployment and configuration of an IP network in response to 
unplanned requirements for secure communications. The SUPHICE system provides secure unplanned 
communication between a number of LANs connected across the Internet or closed WAN via IP crypto devices. 

The purpose of this document is to define the required elements that form the unplanned security architecture. 
This will include the definition of the roles and responsibilities of the individual elements and the information 
exchanges between different elements. 

The SUPHICE system is concerned with the network level of a system and not the application level. So an IP 
cryptographic device will provide access to the equipment on the network it protects. 
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1 Introduction 

1.1 Purpose and Scope 
The purpose of this document is to define the required elements that form the unplanned security architecture. 
This will include the definition of the roles and responsibilities of the individual elements and the information 
exchanges between different elements. 

The second version of the deliverable includes minor changes to the system after a partial proof of concept 
implementation. 

1.2 Scenario 
The SUPHICE system will support rapid deployment and configuration of an IP network in response to 
unplanned requirements for secure communications. An example scenario of where the system might be used is 
in a national emergency. This could be a flood of a river on the border between two countries. In this situation, a 
number of different agencies may want to communicate securely. For example, they might include: 

· Fire Service for country A 

· Environment Agency for country A 

· Army for country A 

· Fire Services for country B 

· Ambulance Service for country B 

Each agency has its own LAN or number of LANs each protected by an IP cryptographic device.  

Internet

IP Crypto IP Crypto

IP Crypto

IP Crypto

IP Crypto

Fire A

Fire A

Fire B

Army A

Ambulance B

Laptop

PDA

LaptopLaptop
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Figure 1 Example Scenario 

Figure 1 shows a number of devices that wish to communicate securely. Each device is connected on a LAN 
through an IP cryptographic device (also referred to in this document as an IP Crypto or crypto device) to the 
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Internet. This could also be a closed network. Note in the diagram that the Fire service from country A has 2 
LANs. 

This document defines an architecture to support secure, unplanned communications, such as that required in the 
example scenario above. The proof of concept implementation may not implement all the functionality described. 

1.3 Structure  
Section 2 gives an overview of the architecture. The information exchanges are shown in section 3. In Section 4 
the sequence of events required to establish a new unplanned secure communication channel are illustrated in an 
alternative form. The major sub-systems that compose the SUPHICE secure ad-hoc service solution are described 
in sections 5 through to 8. Where appropriate, this document uses UML [1] diagrams to aid in the description of 
the architecture. 

1.4 Definition 
Element: The SUPHICE architecture is composed of four main types of element. The cryptographic services 
registry, the authorisation server, the parameter server and the IP crypto. 

Key material or key: This is the information needed by the IP cryptos to create a secure tunnel. It may be 
certificates or pre-loaded cryptographic keys. 

IP cryptos: An IP crypto is a cryptographic device that can encrypt and decrypt data, and also interact with the 
other elements of SUPHICE.  

Service:  IP cryptos are said to provide a ‘service’. This service will give secure access to a LAN located behind 
the IP crypto at a defined security level. 

1.5 Abbreviation 
 

CA Certificate Authority 
GUI Graphical User Interface 
IP Internet Protocol 
LAN Local Area Network 
TRT(UK) Thales Research & Technology (UK) Limited 
SA Security Association  
SOAP Simple Object Access Protocol 
UDDI  Universal Description Discovery and Integration 
UML Unified Modelling Language 
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2 Architecture 
The SUPHICE system provides secure unplanned communication between a number of LANs connected across 
the Internet or closed WAN via IP crypto devices. In order to describe the architecture in more detail the simple 
case will be shown where only 2 LANs wish to connect. Of course, the same process could be used to add more 
LANs to the network. Figure 2 shows an architecture for such a system, where the 2 LANs happen to be from 
separate counties (they could also be from separate agencies). The main components are as follows: 

· IP crypto devices 

· a cryptographic services registry 

· an authorisation server with the use of policy based management 

· a distribution server for cryptographic parameters 
 

 
Figure 2 Secure Unplanned Network 

Figure 2 consists of two Agency Domains (one orange and one purple). Each agency domain consists of the 
LAN(s), the IP Crypto(s), the Parameter Server, the Authorisation Server and the Policy Repository. This 
document will describe the general case where each LAN is in a different agency domain. Of course if the 2 
LANs that wish to communicate are in the same agency domain only one Authorisation Server and Parameter 
Server will be consulted, however the sequence of events remains unchanged. 

2.1 IP Cryptographic Devices 
At the core of the secure IP network, there are several IP cryptographic devices. These are soft-loaded devices 
that can be remotely and automatically reconfigured in real-time to operate with new security applications. 
Configurable updates range from replacements for expired keys and old algorithms to the communications 
protocol supported – an upgrade from IPv4 to IPv6, for example. A crypto whose service has been discovered 
from the registry will be known as the advertised crypto. A crypto that wishes to make a connection will be 
known as the initiator crypto. 
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2.2 Cryptographic Services Registry 
The cryptographic services registry uses UDDI (Universal Description Discovery and Integration) to advertise 
cryptographic services available to the network in a standardised manner. Available services might include the 
provision of a secure connection for a certain period to protect data of a specified classification, with selectable 
cryptographic parameters such as algorithm and keys. Users can search through the list of published services in 
the same way as a Yellow Pages Directory can be searched. 

2.3 Authorisation Server 
The release of cryptographic services is normally controlled by a National Information Assurance Authority (or 
other agency independent from the system provider) who would host an authorisation server for the system. 
Figure 2 shows a separate authorisation server for each agency domain. It is likely that one authorisation server 
would be responsible for a number of IP cryptographic devices. The authorisation server that is responsible for a 
crypto device is known as the device's native authorisation server. When a request for a service is made, the web-
based authorisation server will be notified, and the appropriate release decision can be taken. The authorisation 
server for the advertised crypto device is known as the remote authorisation server. 

2.4 Distribution Server for Cryptographic Parameter s 
Once the release of a cryptographic service has been authorised, the associated parameters (algorithms, keys etc.) 
must be securely supplied to the network devices. The SUPHICE demonstrator includes cryptographic 
parameters distribution servers, which will supply these items as necessary. 
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3 Flow of Information (Order of Events) 
This section shows the flow of events required to establish a secure connection between 2 networks. It illustrates 
the successful scenario where all checks are positive and a connection can be achieved.  

3.1 Publish Services 
When the crypto device powers up it publishes a list of the services it has to offer to the Cryptographic Services 
Registry. Figure 3 shows publishing of services by the crypto device. 

 

 
Figure 3 Publish Available Services 
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3.2 Service Discovery 
An administrator will use a GUI (connected to a crypto device) to view services that are available. The 
administrator will enter search criteria to find a service. Figure 4 shows that the crypto device will discover what 
services are available online by retrieving the information from the Cryptographic Services Registry. The list of 
services will then be sent to and displayed on the GUI. The information stored in the Registry about a service will 
be a minimal set of attributes, with a service access point to retrieve the service details from. 

 

 
Figure 4 Discover Services 
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3.3 Authorisation 
Authorisation is shown in Figure 5. The administrator using the GUI selects the service required. The crypto will 
then get the SUPHICE service details from the advertised crypto service. This will contain details required to use 
the service, including the following: 

· the public IP address of the crypto device offering the service 

· the contact details of the administrator of the service 

· the public IP address of the Authorisation Server associated with the crypto device offering the service. 
The crypto device will then request authorisation to provide access to a service from its designated Authorisation 
Server. Using policy-based management (rules), the Authorisation Server will check to see if the connection can 
be allowed (see section 7 for more detail). If the connection is allowed the authorisation server will return a list of 
the parameters required (i.e. the name of the key and algorithm to use) and the address of the server to retrieve 
the parameters from. 

The crypto device must first get permission to provide access to a service from its’ native Authorisation Server 
before communicating with the remote Authorisation Server. This stops the crypto device communicating with 
an Authorisation Server belonging to a nation/organisation that its own native Authorisation Server may not grant 
permission to communicate with. 

 

 
Figure 5 Authorisation to Provide a Service 
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The crypto device must then request authorisation from the authorisation server of the remote crypto device. The 
address of the remote authorisation server will be returned from Cryptographic Services Registry lookup. Figure 
6 shows the requesting of authorisation from the remote server. The remote authorisation server will contact the 
service provider crypto device to notify it that the service is required and which key and algorithm are to be used. 

 

 
Figure 6 Authorisation to Use a Service 
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3.4 Get Parameters 
Figure 7 depicts how parameters are retrieved. The typical parameters to be retrieved are the key and the 
algorithm. 

 

 
Figure 7 Get Parameters 
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3.5 Complete Connection 
The crypto devices can now set-up the secure tunnel. This is shown in Figure 8. Each end will create a security 
association (SA) with the other end.  

 

 
Figure 8 Complete Connection 
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3.6 Revoke Authorisation For Connection 
After a connection has been authorised. The authorisation authority is able to revoke authorisation for a 
connection, via the Authorisation Server's GUI. As can be seen in Figure 9 the Authorisation Server will notify 
the Crypto device in its agency domain. The Crypto device can then break the connection from its end.  

 

 
Figure 9 Revoke Authorisation by Native Authorisation Server 
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If a remote authorisation server wishes to revoke authorisation then a revoke message is used to the initiator 
crypto and a delete message to the crypto in its agency domain. This is shown in Figure 10. 

 
 

Figure 10 Revoke Authorisation by Remote Authorisation Server  
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4 Sequence Diagram 
The diagram below shows the sequence of events required to establish an unplanned secure communications channel between a pair of endpoints participating in a 
SUPHICE enabled network. The diagram is a more condensed form of the same sequence of events that was described in Section 3. 

Remote Params ServerNative Params ServerNative Auth ServerCrypto Services Registry

Crypto Admin Initiator

Initiator Crypto Admin GUI Initiator Crypto Remote Auth ServerAdvertised Crypto

4: select service to use

3: enter services search criteia

4.1.3.1.2: create SA

4.1.3.1.1: download crypto params X

2: register services

4.1.3.1: provide service to initiator crypto using crypto params X

4.1.1: request suphice service details

4.1.5: create SA

4.1.6: perform key exchange)

4.1.4: download crypto params X

4.1.3: request permission to use service with crypto params X

4.1.2: request permission to provide service to advertised crypto

3.1.1: lookup services

1: register services

4.1: select service to use:

3.1: lookup services

grants permission

grants permission and
specifies crypto params X

Secure communications channel
established between initiator crypto 
and advertised crypto

 
Figure 11 Sequence Diagram for Establishing an Unplanned Secure Communications Channel 
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5 Cryptographic Devices 

5.1 Overview 
The cryptographic devices will provide a secure connection between 2 LANs. Encrypting and decrypting the data 
sent between the LANs using an algorithm and key. The algorithm and key information is only known by each end 
and is not public. The algorithm and key data are not pre-stored in the cryptographic device but retrieved from the 
parameter server when required. This allows the cryptographic device to be used for a previously unplanned 
connection that was not known when the cryptographic device was deployed. Only the authorisation servers must 
have some knowledge about a possible connection in advance to allow matching algorithm and key data to be 
assigned to each end. The cryptographic device is also able to download software updates from the parameters 
server.  

The Management GUI is considered to be non-standard and proprietary to the crypto device. This document is only 
concerned with standard parts of the SUPHICE system. 

5.2 Use Cases 
This section will not describe all the use cases for a cryptographic device but just the ones relevant for the SUPHICE 
system. 

 
Figure 12 Cryptographic Device Use Case Diagram 

 

5.2.1 Auth Decision 
When a decision on a request for authorisation has been reached the Authorisation Server will send an auth decision 
message to the relevant crypto device. If permission is granted the server will also specify the cryptographic 
parameters that must be used and the location of a Cryptographic Parameters Server where the device may obtain 
the parameters. This will also be used the revoke authorisation on a previously accepted decision. 

5.2.2 Connect With 
When permission is granted by a remote Authorisation Server for a service to be used, the native crypto device must 
be notified. This is achieved with a Connect With message. The message will contain the cryptographic parameters 
that must be used and the location of a Cryptographic Parameters Server where the device may obtain the 
parameters. 

5.2.3 Disconnect 
In order to revoke authorisation an Authorisation Server can send a disconnect message. This message is the inverse 
to the connect with operation and can therefore only come from a native authorisation server. 

5.2.4 Get Service Details 
This is the use case to get the SUPHICE service details from the crypto. This will be a detailed set of attributes 
about the service available. 
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6 Cryptographic Services Registry 

6.1 Overview 
The Cryptographic Services Registry provides a central database where crypto devices can register the services they 
provide and lookup services they would like to use. By registering a service a crypto device is advertising that it is 
able to provide access to specified endpoints at the specified security level. 

6.2 Use Cases 
Figure 13 shows use case scenarios for the Cryptographic Services Registry. A description of each use case is 
provided in the following sections. 
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Figure 13 Cryptographic Services Registry Server Use Case Diagram 

6.2.1 Register Service 
The Crypto Device connects to the Cryptographic Services Registry and both parties authenticate one another. The 
registry verifies that the device is authorised to register services in this registry. The device provides the registry 
with details of the service to be registered. This includes a description of the service, the public IP address of the 
crypto device, the security level, and the location of the authentication server that has responsibility for granting 
access to the registered service. The registry adds a new database entry to record details of the registered service. 
This use case is automatically invoked as part of the device’s power-on initialisation sequence. 

6.2.2 Discover Services 
The Crypto Device connects to the Cryptographic Services Registry and both parties authenticate one another. The 
registry verifies that the device is authorised to lookup services in this registry. The device provides the registry with 
search criteria that describe services in which it is interested. The registry performs a query using the provided 
search criteria and returns a list of matching services to the device. This use case is invoked in response to a service 
search request initiated by a user of the device’s management tool. 
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7 Authorisation Server 

7.1 Overview 
The SUPHICE system uses Authorisation Servers for controlling who can use and provide secure communications 
services. Every crypto device participating in the SUPHICE system is associated with a native Authorisation Server 
whose location is well known to the device. This Authorisation server is responsible for determining who the device 
can provide services to. When a crypto device wishes to participate in a secure communications channel it must also 
obtain permission from the remote device’s Authorisation Server to use the provided service. The location of the 
remote Authorisation Server is given to the local crypto device by the Cryptographic Services Registry. 

The design of the Authorisation Server incorporates policy-based management components that use pre-prepared 
policies (or rules) to make automated decisions based on service attributes such as name, location, IP address, and 
nationality. A rule can give a result of accept, reject or refer to a human operator. In situations where the 
Authorisation Server cannot reach an automated decision using the installed policy set, the decision can be taken 
manually by a human operator. 

The Authorisation Server provides a web-based interface that allows authorised users to browse requests, take 
decisions, and edit policies. 

7.2 Use Cases 
Figure 14 shows the use case scenarios for the Authorisation Server. A description of the actors and the use cases 
they participate in is provided below. 

 
Figure 14 Authorisation Server Use Case Diagram 

7.2.1 Submit Request to Provide Service 
A crypto device submits a request for permission to provide a service to a remote device in response to a crypto 
administrator’s request to use a service provided by the remote device. For a complete secure communications 
channel to be established both devices must provide a service to one another. The device submits a request to its 
native Authorisation Server  (whose location is well known to the device) for permission to provide a service to the 
specified remote device. The server will evaluate the request and make a decision whether to grant the request. A 
decision can be accept, reject or refer to a human operator. The decision may be reached automatically by the policy 
management component, or manually by a human authoriser. The server conveys its decision to the device. If 
permission is granted the server will also specify the cryptographic parameters that must be used and the location of 
a Cryptographic Parameters Server where the device may obtain the parameters. 
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7.2.2 Submit Request to Use Service 
If a crypto device receives a positive response to a request for permission to provide a service to a remote device, it 
will proceed to issue a request for permission to use the reciprocal service provided by the remote device. The local 
device submits a request to the remote device’s native Authorisation Server, whose location is provided as part of 
the service information obtained from the Cryptographic Services Registry. The request is for permission to use a 
service provided by the specified remote device with the specified cryptographic parameters. The server will 
evaluate the request and make a decision whether to grant the request. The decision may be reached automatically 
by the policy management component, or manually by a human authoriser. The server conveys its decision to the 
device. Note in this case the server does not specify the cryptographic parameters to use as these have already been 
defined in the request received from the device. 

7.2.3 Login 
The Unauthenticated User connects to the Authentication Server web site and enters his credentials. Both parties 
authenticate one another and the server verifies that the user is authorised to login. If the user is not authorised to 
login the server displays an error page. Otherwise, the server displays a menu page with options appropriate to the 
user’s permissions. 

7.2.4 Browse Requests 
The user must be logged into the Authorisation Server web site with the Authoriser role to invoke this use case. The 
Authoriser selects the option to browse authorisation requests from the web site menu. The server displays a list 
view of outstanding and processed requests. 

7.2.5 Accept/Reject Request to Use/Provide Service 
The user must be logged into the Authorisation Server web site with the Authoriser role to invoke this use case. The 
authoriser selects the option to browse authorisation requests from the web site menu. The server displays a list of 
outstanding and processed requests. To accept an outstanding request, the authoriser selects an algorithm and CA 
certificate, and clicks the accept button. To reject an outstanding request the authoriser clicks the reject button. The 
server will send the appropriate response to the device. 

7.2.6 Revoke Authorisation to Use/Provide Service 
The user must be logged into the Authorisation Server web site with the Authoriser role to invoke this use case. The 
authoriser selects the option to browse authorisation requests from the web site menu. The server displays a list of 
outstanding and processed requests. The user selects from the list of previously accepted requests one to be revoked. 
The user can then click the revoke button and the server will send a delete message to the crypto device in its agency 
domain. If a remote authorisation server wishes to revoke authorisation then a revoke message is used to the initiator 
crypto and a delete message to the crypto in its agency domain. 

7.2.7 Edit Policies 
The user must be logged into the Authorisation Server web site with the Policy Administrator role to invoke this use 
case. The Policy Administrator selects the option to edit policies from the web site menu. The server displays the 
installed policies and presents menu options to add, remove, and edit policies. 

7.2.8 Browse Audit Trail 
The user must be logged into the Authorisation Server web site with the Administrator role to invoke this use case. 
The Administrator selects the option to browse the audit trail from the web site menu. The server displays a list view 
of records in the audit role. 

7.2.9 Browse Users 
The user must be logged into the Authorisation Server web site with the Administrator role to invoke this use case. 
The Administrator selects the option to browse users from the web site menu. The server displays a list view of 
users who are authorised to login to the server. 

7.2.10 Add User 
The user must be logged into the Authorisation Server web site with the Administrator role to invoke this use case. 
The Administrator selects the option to add a user from the web site menu. The server displays a new user form to 
be completed by the Administrator. 

7.2.11 Delete User 
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The user must be logged into the Authorisation Server web site with the Administrator role to invoke this use case. 
The Administrator selects the option to browse users from the web site menu. The Administrator selects the user to 
be removed and selects the remove user option from the web site menu. The server prompts the Administrator to 
confirm that the selected user should be removed. If the Administrator responds positively, the user is removed. 

7.2.12 Modify User 
The user must be logged into the Authorisation Server web site with the Administrator role to invoke this use case. 
The Administrator selects the option to browse users from the web site menu. The Administrator selects the user to 
be modified and selects the modify-user option from the web site menu. The server displays a page allowing the 
administrator to make changes to the user’s profile, for example adding or removing user roles. 
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8 Cryptographic Parameters Server 

8.1 Overview 
The SUPHICE system uses Cryptographic Parameters Servers as a means of enabling crypto devices to download 
cryptographic parameters (i.e. algorithms and certificates) as they are required. The advantage of this approach is 
that crypto devices do not need to be pre-installed with all conceivable crypto parameters. Messages sent from an 
Authorisation Server to a crypto device indicate whether a particular crypto device may provide or use a service. In 
the case of a positive message, details of which cryptographic parameters to use, and the location of a Cryptographic 
Parameter Server able to provide these parameters, are also conveyed in the message. The device uses this 
information to automatically configure itself with the correct parameters. 

The Cryptographic Parameters Server may be extended to also provide new software functionality modules to 
deployed soft-loadable crypto devices. For example, a module could be made available via the server to provide 
devices with the capability to handle IPv6 traffic. To obtain new functionality modules, crypto devices would 
employ similar mechanisms as those used to download cryptographic algorithms and certificates. 

Cryptographic Parameter Servers provide a SOAP interface to crypto devices, and a web-based interface for human 
operators. Using the web-based interface, operators are able to manage the set of parameters hosted by the server. 

8.2 Use Cases 
Figure 15 shows use case scenarios for the Cryptographic Parameters Server. A description of each use case is 
provided in the following sections. 
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Figure 15 Cryptographic Parameters Server Use Case Diagram 

8.2.1 Download Crypto Parameters 
The Crypto Device provides the server with the name of the required CA certificate or algorithm. If the server has 
the requested parameters they are downloaded to the device, otherwise an error is returned to the device. 

8.2.2 Download Functionality Module 
The Crypto Device provides the server with the name of the required functionality module. If the server has the 
requested module it is downloaded to the device, otherwise an error is returned to the device. 

8.2.3 Login 
The Unauthenticated User connects to the Crypto Parameters Server web site and enters his credentials. Both parties 
authenticate one another and the web site verifies that the user is authorised to login. If the user is not authorised to 
login the server displays an error page. Otherwise, the server displays a menu page with options appropriate to the 
user’s permissions. 

8.2.4 Browse Crypto Parameters 
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The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to browse crypto parameters from the web site menu. The server displays a list view of 
available crypto parameters. 

8.2.5 Add Crypto Parameters 
The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to add crypto parameters from the web site menu. The server prompts the user to upload 
a file containing the crypto parameters, which are added to the Crypto Parameters Repository. 

8.2.6 Remove Crypto Parameters 
The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to browse crypto parameters from the web site menu and then selects the parameter he 
would like to remove. The server prompts the user to confirm that the selected parameter should be removed. If the 
user responds positively, the parameter is removed from the Crypto Parameters Repository. 

8.2.7 Browse Functionality Modules 
The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to browse software functionality modules from the web site menu. The server displays a 
list of available modules. 

8.2.8 Add Functionality Module 
The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to add a functionality module from the web site menu. The server prompts the user to 
upload a file containing the functionality module, which is then added to the module repository. 

8.2.9 Remove Functionality Module 
The user must be logged in with the Crypto Parameters Manager role to invoke this use case. The Crypto Parameters 
Manager selects the option to browse functionality modules from the web site menu and then selects the module he 
would like to remove. The server prompts the user to confirm that the selected module should be removed. If the 
user responds positively, the module is removed. 

8.2.10 Browse Audit Trail 
The user must be logged into the Crypto Parameters Server web site with the Crypto Parameters Administrator role 
to invoke this use case. The Crypto Parameters Administrator selects the option to browse the audit trail from the 
web site menu. The server displays a list view of records in the audit role. 

8.2.11 Browse Users 
The user must be logged into the Crypto Parameters Server web site with the Crypto Parameters Administrator role 
to invoke this use case. The Crypto Parameters Administrator selects the option to browse users from the web site 
menu. The server displays a list view of users who are authorised to login to the server. 

8.2.12 Add User 
The user must be logged into the Crypto Parameters Server web site with the Crypto Parameters Administrator role 
to invoke this use case. The Crypto Parameters Administrator selects the option to add a user from the web site 
menu. The server displays a new user form to be completed by the administrator. 

8.2.13 Remove User 
The user must be logged into the Crypto Parameters Server web site with the Crypto Parameters Administrator role 
to invoke this use case. The Crypto Parameters Administrator selects the option to browse users from the web site 
menu. The administrator selects the user to be removed and selects the remove user option from the web site menu. 
The server prompts the user to confirm that the selected module should be removed. If the user responds positively, 
the module is removed. 

8.2.14 Modify User 
The user must be logged into the Crypto Parameters Server web site with the Crypto Parameters Administrator role 
to invoke this use case. The Crypto Parameters Administrator selects the option to browse users from the web site 
menu. The administrator selects the user to be modified and selects the modify user option from the web site menu. 
The server displays a page allowing the administrator to make changes to the user’s profile, for example adding or 
removing user roles. 
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9 Security 
Given the nature of SUPHICE it is clear that security of the interfaces is of paramount importance. The list below 
provides a summary of the security issues to be considered.  

· Authentication – service providers may need to be sure who is making requests of them, and service 
clients need to be sure that they are making a request of a genuine service. 

· Authorisation – having authenticated the client a service provider must further ensure that the client is 
authorised to make a particular request. 

· Confidentiality  – ensures that only the service provider and client involved in a particular conversation 
are able to decipher the messages sent between the two parties. 

· Integrity  – ensures that messages are not altered as they travel across the network. 

· Non-repudiation – ensures that the sending party cannot later deny having sent a message and that the 
receiving party cannot later deny having received as well. 

· Availability – interface should always be available and resilient to a denial of service attack. 
A number of possible options have been identified for securing the services interfaces, if web services techniques 
are used and these are briefly described below.  

1. Application layer security, e.g. digitally signing and encrypting the XML documents passed between components. 
There are a number of emerging Java specifications to help in this area, e.g. JSR 105 - XML Digital Signature APIs 
[2], JSR 106 - XML Digital Encryption APIs [3]. 

2. Transport layer security, e.g. defining security constraints within the web services interface specification that 
restrict access to the service to HTTP over SSL. 

3. Network layer security, e.g. using additional encryption devices to protect authorisation servers, parameters 
servers, and services registries. 

The security of the architecture will be considered in detail as part of SUPHICE Task 1.4 (Unplanned Services 
Security Analysis), see D1.5 [4]. 
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