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Executive Summary

The SUPHICE system will support rapid deployment and cordtgur of an IP network in response to
unplanned requirements for secure communications. The SUPlHyStem provides secure unplanned
communication between a number of LANs connected acrosktiérmet or closed WAN via IP crypto

devices.

The SUPHICE system is concerned with the network levalsyfistem and not the application level. So an IP
cryptographic device will provide access to the equipmetihi@metwork it protects.

This document defines the interfaces for each elemeahieds UPHICE unplanned security architecture. All
the relevant interfaces are Web Services interfaces.
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1 Introduction

1.1 Purpose and Scope

The purpose of this document is to define the interfacesdch element of the SUPHICE unplanned
security architecture (defined in [2]). All the relevanterfaces are Web Service interfaces and have been
defined using WSDL (Web Services Description Language) [6] ari2l XML Schema Definition) [3], [4],

[5]. This document does not contain the WSDL files but argtgm of the interfaces. Where appropriate,
this document uses UML [1] diagrams to aid in the desoripif the architecture.

This document forms one part of SUPHICE deliverable D3.2coplete list of items comprising this
deliverable is provided in Table 1 below:

File Name Description

D32-0-CO-002-TRT Interface Definition.doc This document

AuthService.wsdl WSDL file defining the AuthService
CyptoDeviceService.wsdl WSDL file defining the CryptoDeviceService
CryptoParamsService.wsdl WSDL file defining the CryptoParamsService
Suphice.xsd XSD file defining XML types used by WSDL files

SuphiceXSD.html (and associated *.png HTML documentation of the XML types defined in Suphice.xsd

diagrams)

XmImime.xsd XML Schema defined in the Assigning Media Types to Binary Data in
XML Specification http://www.w3.org/TR/xml-media-types [8]

Table 1 — Iltems Comprising Deliverable D3.2n
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1.2 Architecture

The SUPHICE system provides secure unplanned communicatimedmeta number of LANs connected
across the Internet or closed WAN via IP crypto devilsesrder to describe the architecture in more detail
the simple case will be shown where only two LANs wishdienect. Of course, the same process could be
used to add more LANs to the network. Figure 1 shows antectiivie for such a system, where the two
LANs happen to be from different countries (they coula dde from different agencies within the same
country). The main elements are as follows:

» IP crypto devices
e a cryptographic services registry
e an authorisation server and policy repository with theafgolicy based management

» adistribution server for cryptographic parameters

Cryptograph Services
Redqi

Figure 1 — Secure Unplanned Network Architecture

1.3 Structure

Section 2 provides an overview of the interfaces definechbyStUPHICE architecture. In Section 3 an
introduction to Web Services technology is provided, along withildetf design decisions taken. The
interfaces for the SUPHICE secure ad-hoc service solatiendescribed in sections 4 through to 7. A
summary of SUPHICE interface error codes is provideskiction 8.

1.4 Definitions

Element: The SUPHICE architecture is composed of four main typleglement. The Cryptographic
Services Registry, the Authorisation Server, the Param8trver, and the IP cryptos.
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IP cryptos. An IP crypto is a cryptographic device that can encrypt aodypelnternet Protocol packets,
and also interact with the other elements of SUPHICE.

Key material or key: This is the information needed by the IP cryptos to creaexare tunnel. It may be
certificates or pre-loaded cryptographic keys.

Service: IP cryptos are said to providesarvice. This service will give secure access to a LAN located
behind the IP crypto at a defined security level.

1.5 Abbreviations

API Application Programming Interface
CA Certificate Authority
EJB Enterprise Java Bean
GUI Graphical User Interface
HTML HyperText Markup Language
HTTP HyperText Transfer Protocol
IP Internet Protocol
JAX-RPC Java API for XML-based Remote Procedure Call
J2EE Java 2 Enterprise Edition
JSR Java Specification Request
LAN Local Area Network
OASIS Organization for the Advancement of Structured Information Standards
SA Security Association
SOAP Simple Object Access Protocol
SSL Secure Sockets Laer
TRT(UK) Thales Research & Technology (UK) Limited
uUDDI Universal Description Discovery and Integration
UML Unified Modelling Language
WAN Wide Area Network
w3C World Wide Web Consortium
WSDL Web Services Description Language
WS- Web Services Interoperability organisation
XML eXtensible Markup Language
XSD Xml Schema Definition
PUBLIC

D3.2 V3.0 (D32-0O-PU-003-TRT Interface Definition.doc 12-06-2006) Page 8 of 33



PUBLIC

SUPHICE - WP3.2 Interface Definition

2 Interface Definition

Table 2 below lists all the interfaces of a SUPHICEea&wsand defines the communications technologies
they use. This document will focus on the specificatiomefweb services interfaces.

Client Server Interface Type

Crypto Device Cryptographic Service Registry Web Service

Crypto Device Authorisation Server Web Service

Authorisation Server Crypto Device Web Service

Crypto Device Parameter Server Web Service

User Authorisation Server Web Site

User Parameter Server Web Site

Crypto Crypto Proprietary (not part of SUPHICE)
Management App Crypto Device Proprietary (not part of SUPHICE)

Table 2 — Interface Type

A UDDI registry [10] will provide the functionality of ther@ptographic Services Registry. The publish and
inquiry interfaces exposed by a UDDI registry are stathdand are defined in [10]. Section 4 of this
document defines how the UDDI interfaces are used withinghgext of the SUPHICE architecture.

The diagram below shows the interfaces defined by SUPHILEEIt excludes the Cryptographic Services
Registry interfaces). The operations exposed by eaetfdot are shown. These operations are discussed in

more detail later in this document.

interface
AuthService

+SubmitAuthRequestOperation: AuthRequestAckType

interface
CryptoDeviceService

+DeliverAuthDecisionOperation:void

+CreateSecurityAssociationOperation:void
+DeleteSecurityAssociationOperation:void
+GetSuphiceServiceDetaiIsOperation:ServiceDetaiIsTy||

interface
CryptoParamsService

+GetAlgorithmOperation:AlgorithmType
+GetCAOperation:CAType
+GetSoftwareModuleOperation: SoftwareModule T}

Figure 2 — SUPHICE Interfaces Class Diagram
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The sequence diagram below shows the order that the opsrfitttm the above class diagram are called.

Initiator CryptoDevice AdvertisedCryptoDevice HativeAuthService RemoteAuthService MativePar: Server RemoteParamsServer
CryptoDeviceSernice CryptoDeviceSenice AuthSenvice AuthSerice CriptoParamsSenice CriptoParamsSenice

| |
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Figure 3 — SUPHICE Interfaces Sequence Diagram
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3 Interface Design Considerations

The following sections provide some information relatingiterface design considerations.

3.1 Message Format

The payload of a message passed between elements pantcipad SUPHICE system will contain an
XML document, rather than a number of object paramefdns. use of XML documents means that
messages can be validated against a defined XML scinetima web service’s interaction layer, before being
passed to the processing layer, thus ensuring that only mabdages reach the processing layer. Another
advantage of XML documents is that the XML schema carvevaer time and document validation will
continue to work without requiring modification to the sourode. Furthermore, an XML representation of,
for example, an authorisation request can stand alonelegalabusiness document which has meaning
outside of the context of the web services call. Thersame disadvantages of using XML documents, for
example the additional processing overhead of creating, tiatidand parsing the XML documents. The
additional overhead of XML tags and other formatting iied through the use of XML documents is not
thought to be significant when compared with object paramete general a web services solution is
unlikely to optimise the use of network bandwidth. Howeverages where use of network bandwidth is an
important issue, steps can be taken to minimise itskregeexample, a filter can be employed at the service
endpoint to compress data using a hon-proprietary compresgaittah (e.g. gzip), before it is put onto the
wire. The data is still sent using HTTP, however the HTi€Rders are changed to indicate that the type of
the data is binary/gzip, rather that text/xml. A sanifilter may be employed at the client end to decompress
the received data.

3.2 Interface Development Approach

Two approaches are possible when developing a web servicdadateOne approach is to specify the
interface in the target implementation language and use aadoansform this into WSDL. The other
approach is to specify the interface in WSDL and usmkto transform this into the target implementation
language. The implementation language first approach is iteripécause it is almost certainly easier to
specify the interface in a native language and have a toolagertbe WSDL. However, a degree of control
over the WSDL creation is lost if this approach is usdiis Toss of control over the generated WSDL can
result in a less extensible and more unstable servicaittefi For example it may be impossible to evolve
the service definition without forcing a change to the geedrd/SDL, which could have a knock on effect
requiring changes to the service’s clients. The WSDILt fuigproach, on the other hand, allows for full
control over all aspects of the service definition, resultingstable, and extensible interfaces. The
disadvantage is that a greater knowledge of WSDL [6] is medutogether with knowledge of the WS-
Basic Profile [7] to ensure service interoperabilBlJPHICE is aiming to define a set of stable service
interfaces, which it is hoped will be widely adoptetbtighout the EC. Therefore, a WSDL-first approach
has been used for the definition of the SUPHICE web seinterfaces.

3.3 Security

Given the nature of SUPHICE it is clear that securityttef web services interfaces is of paramount
importance. The list below provides a summary of the sgdasues to be considered.
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» Authentication — web service providers may need to be sure who is makingstegqufethem, and
web service clients need to be sure that they are makaguast of a genuine service.

e Authorisation — having authenticated the client a web service provider mubief ensure that the
client is authorised to make a particular request.

» Confidentiality — ensures that only the web service provider and client invatved particular
conversation are able to decipher the messages sent béteden parties.

* Integrity — ensures that messages are not altered as theyacaves the network.

* Non-repudiation — ensures that the sending party cannot later deny having seessage and that
the receiving party cannot later deny having received ds wel

» Availability — interface should always be available and resilientdergal of service attack.

This document does not attempt to prescribe any partisalation to securing the web services interfaces,
as this will be considered in detail as part of SUPHIGEK 1.4 (Unplanned Services Security Analysis).
However, a number of possible options have been identifiddhese are briefly described below.

1. Application layer security, e.g. digitally signing and endéngptthe XML documents passed between
components. There are a number of emerging Java sptgifcéo help in this area, e.g. JSR 105 - XML
Digital Signature APIs [11], JSR 106 - XML Digital Encryptiéils [12].

2. Transport layer security, e.g. defining security conggawithin the web services interface specification
that restrict access to the service to HTTP over SSL.

3. Network layer security, e.g. using additional encryptionicds to protect authorisation servers,
parameters servers, and services registries.

3.4 WSDL and XML Schema Versioning

SUPHICE web service interface definitions and assochéiéd schema type definitions may need to evolve
over the lifetime of the project. In order to manage this evwiudi date-based version identifier has been
incorporated into the target namespace of WSDL service X8Ild type definitions. The change in
namespace effectively notifies applications of a changedaaervice or schema (because the application
would not recognise the new namespace). Action must thexkee to evaluate any compatibility problems
with the new service or schema. This approach has thetageatiat an application cannot blindly continue
to use a changed service or schema definition with pofgntiangerous consequences. However, there is
also a disadvantage in that applications must be updated thausew namespace. The general format of
SUPHICE defined namespaces is shown below:

For XSD schemas, namespaces are of the form:
http://suphice.com/schemas/< nane>/< yyyy nm dd>

For WSDL services, namespaces are of the form:
http://suphice.com/services/< nane>/< yyyy mm dd>

Where <nane> is replaced with the name of the schema or service @uthservice ), and
<yyyy_nmm dd> is replaced with the release date of the servicelmmsa (e.g2005 03 17 ).
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4 Crypto Services Registry

SUPHICE services are published in a UDDI registry so fi@ential users can discover them. This
technigue results in loose coupling between a network efcgeproviders and service consumers. This
section defines how the standard UDDI publishing and inquisffaces are used within the SUPHICE
architecture.

The UDDI specifications define a mechanism to publish d@scoder information about Web Services. In
this case the termWeb Services is used to describe specific business functionality ssgoby an
organisation, usually through an Internet connection, forpti@ose of providing a means for another
organisation or software program to use the service.

The core component of the UDDI project is the UDDI businesgsiry. Conceptually, the information
provided in a UDDI business registry consists of three compsnehite pages including address, contact,
and known identifiersyellow pages including industrial categorisations based on standahtanies; and
green pages, the technical information about services that are expbgetthe organisation. Green pages
include references to specifications for Web Serviassyell as support for pointers to various file and URL
based discovery mechanisms if required. For more irgtom about UDDI refer to http://www.uddi.org.

4.1 Use Cases

The use case diagram in Figure 4 shows how UDDI is used withiSUPHICE architecture. The three
publication based use cases are described in Section 4.@istbeery use case is described in Section 4.3.

|SUPHICE UDDI Registry

1 ’//.. publish tModel ) }/}.p ;;ﬁsh ser;i;e )
A ®

SUPHICE Adm ot

~ /\
o asysiemsy
N — —— Crypto
T KI;I-JbﬁSh business /-—\Discover semvices)

Business Admin

Figure 4 — Crypto Services Reqistry Use Case Diagra _m

4.2 Publishing Services

The sequence diagram in Figure 5 shows how SUPHICE seruiegsublished in a UDDI registry. This
process is broken down into three phases. In the fige steSUPHICE system administrator must initialise
the registry by publishing SUPHICE defined tModels to the tggidhis stage need only be performed
once. Next, business administrators can publish details of dhganisation to the registry. This must be
performed once per organisation. Finally crypto devicespodtish the service they provide to the registry.
This must be performed once per service. A crypto devigst kmow the identification key of the parent
organisation and the SUPHICE CryptoDeviceService tModadrbef can publish a service. The business
administrator must provide this information to the devideese stages are described in more detail in the
following sections.
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Yy Y Business A Crypto LDDI Registry
AN R
SUPHICE Admin Business A Admin

=get_authToken>
J< _
Once per SUPHICI’:L

<gave_tModel> deployment

<get_authToken=

| %

. Once per business
<save_businiess> L .

1

configure with tModelKey and blﬂnessK&y

=get_authToken=

. Once per service L
<save_service> . .

Figure 5 — Service Publication Sequence Diagram

4.2.1 Publishing tModels Describing SUPHICE Web Service Types

Each type of SUPHICE Web Service is described in a W&&zument that contains tesdl:message
wsdl:portType and wsdl:binding elements, but not thevsdl:service and wsdl:port
elements since they are specific to a deployed web semieelive system these WSDL documents would
be made available at a URL corresponding to the document paceess shown below:

http://suphice.com/services/authservice/2005_12 31
http://suphice.com/services/cryptodeviceservice/200 512 31
http://suphice.com/services/cryptoparamsservice/200 512 31

Implementations of the SUPHICE CryptoDeviceService wdlldavertised in a UDDI registry. SUPHICE
has defined a UDDktModel> that will be published in the registry for this web servigpe. This
<tModel> serves to describe the web service type and includesrameé to the WSDL document in the
<overviewURL> element. The<tModel> is categorised with theoapSpec andwsdISpec types
from theuddi-org:types category system.

An example<save_tModel> operation that could be used to publish a web service moinfg to the
SUPHICE CryptoDeviceService web service type is showovbelrhetModelKey is a zero length string
that is assigned by the registry the first time ¢tlodel> is published. The assignéilodelKey is
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contained in the<tModelDetail> data structure that is returned by the save operatiobseguent
publications of the same&Model> must specify the actual key.

<save_tModel generic="2.0" xmIns="urn:uddi-org:api _v2">
<authInfo> aut hori sati on token returned from get_aut hToken</authinfo>
<tModel tModelKey=" key assigned by the registry">
<name>suphice-com:services:cryptodeviceservice:20 05_12 31</name>
<description>
Web service type for SUPHICE CryptoDeviceServic e
</description>
<overviewDoc>
<description>WSDL Service Interface Document</d escription>
<overviewURL>
http://suphice.com/services/cryptodeviceservi ce/2005 12 31?wsdl
</overviewURL>
</overviewDoc>
<categoryBag>
<keyedReference
tModelKey="UUID:C1ACF26D-9672-4404-9D70-39B75 6E62AB4"
keyName="uddi-org:types" keyValue="types:wsdl Spec"/>
<keyedReference
tModelKey="UUID:C1ACF26D-9672-4404-9D70-39B75 6E62AB4"
keyName="uddi-org:types" keyValue="types:soap Spec"/>
</categoryBag>
</tModel>
</save_tModel>
The tModelKey that has been assigned to the web service type
suphice-com:services:cryptodeviceservice:2005 12 31 is shown below:

uuid:39210D30-665D-11DA-BA0C-917373408E73.

4.2.2 Publishing Organisations Offering SUPHICE Web Services

An organisation that provides SUPHICE services is modelldda UDDI <businessEntity> element.
The organisation need only publish its details to the URDistry once.

The following example shows how the UDDRdsave business> operation can be used by an
organisation to publish details about itself in the UDDIgteyg.

<save_business generic="2.0" xmIns="urn:uddi-org:ap i v2">
<authInfo> aut hori sation token returned from get _aut hToken</authinfo>
<businessEntity businesskey="">
<name>UK Fire Service</name>
<description>

Provides fire extinguishing and rescue servic es throughout the UK
</description>
<contacts>
<contact useType="Technical Support">
<description>Contact for access to SUPHICE services</description>

<personName>Joe Bloggs</personName>
<phone>+44 (118) 9876543</phone>
<email>joe.bloggs@fire.uk</email>
</contact>
</contacts>
</businessEntity>
</save_husiness>

4.2.3 Publishing Implementations of SUPHICE Web Services

A UDDI <businessService> element is published in the UDDI registry for each im@etation of the
SUPHICE CryptoDeviceService web service type. ThidbusinessService> contains a
<bindingTemplate> that corresponds to tlwesdl:port  element. ArcaccessPoint> is contained
within the <bindingTemplate> element. This must specify the location of a crypto deviwd

implements the SUPHICE CryptoDeviceService. TkdindingTemplate> also contains a
<tModellnstanceDetails> element that references the SUPHIE€®odel> used to specify the
type of the web service implementation.

PUBLIC
D3.2 V3.0 (D32-0O-PU-003-TRT Interface Definition.doc 12-06-2006) Page 15 of 33



SUPHICE - WP3.2 Interface Definition
PUBLIC

The information contained in thecategoryBag> element is used to categorise the service according to
the UDDI General Keywords Category System. SUPHICEdefined a number of key names (described in
Section 4.2.4) that must be used by crypto devices to catedbe service they are publishing. These keys
may be used as search criteria when querying the registr

The following example shows how a crypto device can use thel Ui3Bve_service> operation to
publish a SUPHICE service in the UDDI registry.

<save_service generic="2.0" xmIns="urn:uddie-org:ap iv2">
<authInfo> aut hori sation token returned from get _aut hToken </authinfo>
<businessService
businessKey=" busi ness key for the outer busniessEntity"
serviceKey="">
<name>Fire Control HQ CryptoDeviceService</name >
<description>
The CryptoDeviceService of the UK Fire Servic e's Fire Control HQ
</description>

<bindingTemplates>
<bindingTemplate bindingKey="">
<accessPoint URLType="http">
http://control.fire.uk/suphice/CryptoDevi ceService
</accessPoint>
<tModellnstanceDetails>
<tModellnstancelnfo tModelKey="uuid:39210 D30-665D-11DA-BA0C-917373408E73">
<instanceDetails>
<overviewDoc>
<overviewURL>
http://control.fire.uk/suphice/Cr yptoDeviceService?wsdl|
</overviewURL>
</overviewDoc>
</instanceDetails>
</tModellnstancelnfo>
</tModellnstanceDetails>
</bindingTemplate>
</bindingTemplates>
<categoryBag>
<keyedReference
keyName="suphice.com:LANDetails.name"
keyValue="Fire Control HQ"

tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b 134bf43b4"/>
<keyedReference

keyName="suphice.com:LANDetails.securityLev el"

keyValue="Restricted"

tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b 134bf43b4"/>
<keyedReference

keyName="suphice.com:LANDetails.organisatio n"

keyValue="UK Fire Service"

tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b 134bf43b4"/>
<keyedReference

keyName="suphice.com:LANDetails.location"
keyValue="Reading"

tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b 134bf43b4"/>
<keyedReference

keyName="suphice.com:DeviceDetails.deviceMo del"

keyValue="Thales e-Security Datacryptor 200 g

tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b 134bf43b4"/>
</categoryBag>

</businessService>
</save_service>

4.2.4 Definition of Key Names for Categorising SUPHICE Web Services

SUPHICE has defined a number of Key Names to be ugbdive UDDI General Keywords taxonomy for
categorising SUPHICE CryptoDeviceServices. By categorigingces in this way clients are able to search
the registry for a sub-set of the registered servicdsntaich their requirements. The following key names
have been defined.
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suphice.com:LANDetails.name
suphice.com:LANDetails.securityLevel
suphice.com:LANDetails.organisation
suphice.com:LANDetails.location
suphice.com:DeviceDetails.deviceModel

4.3 Discovering Services

The sequence diagram in Figure 6 shows how SUPHICE esrgie discovered in a UDDI registry. This
process is invoked when a user of the crypto device’s manageow initiates a search for SUPHICE
services.

" Busnigss A Crypto UDDI Registry
AN

A

Business A User

provide service search criteria

<find_service>

1
1
1

<get_businessDetail:

<get_serviceDetail>

L

Figure 6 — Service Discovery Sequence Diagram

4.3.1 Discovering Implementations of SUPHICE Web Services

Consumers of SUPHICE web services can use the servimgocsation key names specified in
Section 4.2.4 to define search criteria to filter thiviees returned by thefind_service> operation.

The examplefind_service> operation shown below can be used to query the regmtrgPHICE
CryptoDeviceServices offered by thi Fire Service, operating at a security level Béstricted, and located
in London. The name of the service and the business under which the derwgggstered are unspecified.
Only implementations of the SUPHICE CryptoDeviceServick lvé returned due to the inclusion of the
<tModelKey> describing this type in thetModelBag> .
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<find_service businessKey="" generic="2.0" xmlns="u rn:uddi-org:api_v2">
<findQualifiers>
<findQualifier></findQualifier>
<ffindQualifiers>
<name>%-</name>
<categoryBag>
<keyedReference
keyName="suphice.com:LANDetails.organisation"
keyValue="UK Fire Service"
tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b13 4bf43b4"/>
<keyedReference
keyName="suphice.com:LANDetails.securityLevel "
keyValue="Restricted"
tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b13 4bf43b4"/>
<keyedReference
keyName="suphice.com:LANDetails.location"
keyValue="London"
tModelKey="uuid:a035a07c-f362-44dd-8f95-e2b13 4bf43b4"/>
</categoryBag>
<tModelBag>
<tModelKey>uuid:39210D30-665D-11DA-BA0C-9173734 08E73</tModelKey>
</tModelBag>
<ffind_service>
The <find_service> operation returns a<service_list> data structure containing the
businessKey , serviceKey andname of matching services. Further information about the returned
services can be obtained by invoking tget businessDetail> and <get_serviceDetail>
operations.
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5 AuthService

The AuthService  provides an interface to SUPHICE capable cryptograpbidces that allows the
devices to submit authorisation requests. A device submasithorisation request either because it wants to
provide a service to another device, or because it wantseta service provided by another device. When a
device submits a valid authorisation request a uniqueestddentifier is immediately returned to the device.
The authorisation request is queued for later processirige Authorisation Server’s business logic, which
uses a mix of rules-based technology and delegation to a hanthority via a web-browser to reach a
decision. When a decision has been reached it is conveyed tedhesting device via a call to the
DeliverAuthDecisionOperation of the CryptoDeviceService . The location of this web-
service, which must be implemented by the requesting degiamnveyed to the Authorisation Server as
part of the initial request from the device.

In addition to the service documentation provided in this docurtiemtcomplete definition of the
AuthService is available in the WSDL filuthServicewsdl. The XML document types used by this
service are defined in the XSD filguphicexsd and additional schema documentation is provided in
SuphiceXSD.html.

5.1 SubmitAuthRequestOperation
5.1.1 Description

A SUPHICE capable encryption device can usesthiemitAuthRequestOperation either to submit a
request to use a service provided by another device, or tdatsalveguest to provide a service to another
device. The prototype for this operation is shown below.

AuthRequestAck  Submi t Aut hRequest Oper at i on(AuthRequestType authRequest)

Note that AuthRequestType is an abstract type. When a device submits a requeds toative
authorisation server to permit it to provide a serviceamother device it must use the concrete type
NativeAuthRequestType . When a device submits a request to a remote authorisatioer to permit

it to use a service provided by another device it must use tleetenypeRemoteAuthRequestType
TheRemoteAuthRequestType  contains additional elements that allow the calling detd@dadicate the
cryptographic parameters that it would like to use. Thilustrated in the examples in Section 5.1.3 below.

5.1.2 Request Parameters

The table below shows details of this operation’s requesinmeters.

Parameter Required?  Type Description

AuthRequest Yes AuthRequestType Details of the authorisation request for
which approval is sought.

5.1.3 Sample Request

A sample request document is shown below for a reqaeshative authorisation server.
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<?xml version="1.0" encoding="UTF-8"?>
<NativeAuthRequest
xmins="http://suphice.com/schemas/suphice/2005
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins
xsi:schemal ocation="http://suphice.com/schemas/
<InitiatorServiceDetails>
<ContactDetails>
<FirstName>Mark</FirstName>
<LastName>lrons</LastName>
<Email>mark.irons@host.domain</Email>
<Telephone>+44 188 9234567</Telephone>
</ContactDetails>
<DeviceDetails>
<Name>dc2k.fire.uk</Name>
<DeviceModel>Thales e-Security Datacryp
<PubliclP>10.0.0.1</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.1/services/cryptodevi
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.100/services/authserv
</AuthServiceURL>
</DeviceDetails>
<LANDetails>
<Name>Fire Control HQ</Name>
<SecurityLevel>Restricted</SecurityLeve
<Organisation>UK Fire Service</Organisa
<Location>Reading</Location>
</LANDetails>
</InitiatorServiceDetails>
<AdvertisedServiceDetails>
<ContactDetails>
<FirstName>Sarah</FirstName>
<LastName>Butler</LastName>
<Email>sarah.butler@host.domain</Email>
<Telephone>+44 118 92301234</Telephone>
</ContactDetails>
<DeviceDetails>
<Name>dc2k.ambulance.de</Name>
<DeviceModel>Thales e-Security Datacryp
<PubliclP>10.0.0.2</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.2/services/cryptodevi
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.200/services/authserv
</AuthServiceURL>
</DeviceDetails>
<LANDetails>
<Name>Ambulance HQ</Name>
<SecurityLevel>Restricted</SecuritylL eve
<Organisation>Ambulance Service</Organi
<Location>Germany</Location>
</LANDetails>
</AdvertisedServiceDetails>
<StartDate>2005-03-17T08:00:00</StartDate>
<EndDate>2005-04-01T17:00:00</EndDate>
</NativeAuthRequest>

12 31"

o

tance"

suphice/2005_12 31 Suphice.xsd">

tor 2000</DeviceModel>
ceservice
ice

I>
tion>

tor 2000</DeviceModel>
ceservice
ice

I>
sation>

A sample request document is shown below for a requestremote authorisation server. This request
contains additional elements to indicate the name oflgfeeilhm and key that the calling device would like

to use. This information is specified by the native ausiabion server.
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<?xml version="1.0" encoding="UTF-8"?>
<RemoteAuthRequest
xmins="http://suphice.com/schemas/suphice/2005
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins
xsi:schemal ocation="http://suphice.com/schemas/
<InitiatorServiceDetails>
<ContactDetails>
<FirstName>Mark</FirstName>
<LastName>lrons</LastName>
<Email>mark.irons@host.domain</Email>
<Telephone>+44 188 9234567</Telephone>
</ContactDetails>
<DeviceDetails>
<Name>dc2k.fire.uk</Name>
<DeviceModel>Thales e-Security Datacryp
<PubliclP>10.0.0.1</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.1/services/cryptodevi
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.100/services/authserv
</AuthServiceURL>
</DeviceDetails>
<LANDetails>
<Name>Fire Control HQ</Name>
<SecurityLevel>Restricted</SecurityLeve
<Organisation>UK Fire Service</Organisa
<Location>Reading</Location>
</LANDetails>
</InitiatorServiceDetails>
<AdvertisedServiceDetails>
<ContactDetails>
<FirstName>Sarah</FirstName>
<LastName>Butler</LastName>
<Email>sarah.butler@host.domain</Email>
<Telephone>+44 118 92301234</Telephone>
</ContactDetails>
<DeviceDetails>
<Name>dc2k.ambulance.de</Name>
<DeviceModel>Thales e-Security Datacryp
<PubliclP>10.0.0.2</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.2/services/cryptodevi
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.200/services/authserv
</AuthServiceURL>
</DeviceDetails>
<LANDetails>
<Name>Ambulance HQ</Name>
<SecurityLevel>Restricted</SecuritylL eve
<Organisation>Ambulance Service</Organi
<Location>Germany</Location>
</LANDetails>
</AdvertisedServiceDetails>
<StartDate>2005-03-17T08:00:00</StartDate>
<EndDate>2005-04-01T17:00:00</EndDate>
<CAName>Universal</CAName>
<AlgorithmName>3DES</AlgorithmName>
</RemoteAuthRequest>

12 31"

o

tance"

suphice/2005_12 31 Suphice.xsd">

tor 2000</DeviceModel>
ceservice
ice

I>
tion>

tor 2000</DeviceModel>
ceservice
ice

I>
sation>

5.1.4 Response Parameters

On success th&ubmitAuthRequestOperation returns anAuthRequestAck  which contains a
unigue request identifier. If unsuccessfulsaphiceError  construct is returned. Note that a decision on
the request is not returned by this operation. The dedsiooanveyed to the caller asynchronously at some
time in the future when the Authorisation Server invokesDibiverAuthDecisionOperation on

the CryptoDeviceService . This web-service must be implemented by the calling deaica URL
specified in thAuthRequest . The table below shows details of this operation’s resppasameters.

Parameter
AuthRequestAck

Description

Acknowledges to the caller that the authorisation request
was received and has been queued for processing. Includes

Type
AuthRequestAckType
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a unique request identifier that the caller can use to relate a
received authorisation decision to an issued request.

5.1.5 Sample Response

A sample response document is shown below.

<?xml version="1.0" encoding="UTF-8"?>

<AuthRequestAck
xmins="http://suphice.com/schemas/suphice/2005_ 12 31"
xmins:xmlmime="http://www.w3.0rg/2005/05/xmlmim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemalocation="http://suphice.com/schemas/ suphice/2005 12 31 Suphice.xsd">
<AuthRequestld>12345</AuthRequestld>

</AuthRequestAck>

5.1.6 Errors

A list of possible errors that may be returned by thisraiion is show below. For a full description of
SUPHICE error codes refer to Section 8.

CouldNotProcessAuthRequest
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6 CryptoDeviceService

All  cryptographic devices that participate in a SUPHICE tgps must implement the
CryptoDeviceService . Implementation of this service is one of the critehiat tmust be fulfilled if a
device is to qualify as SUPHICE capable. The operatiofisedeby theCryptoDeviceService are
invoked by an Authorisation Server and are used to informdthéce of a decision on a previously
submitted authorisation request, and to tell the deviagdate or delete a security association with a peer
device. The CryptoDeviceService also defines an operatioisthatoked by other cryptographic devices to
obtain a complete description of the service provided by thieale

Note that for demonstration purposes it may not be possiblenplement a web-service inside the
cryptographic device, for example due to memory or peiegdimitations of the demonstration devices. In
this case a software proxy may provide the implementatiohed€ryptoDeviceService on behalf of
the device. A proprietary interface would exist betweenstbfeware proxy and the device, which would
forward web-services requests to the device. Further discusf such a software proxy and the proprietary
proxy to device interface are outside the scope of thisndext

In addition to the service documentation provided in this docurtiemtcomplete definition of the
CryptoDeviceService is available in the WSDL fil€ryptoDeviceServicewsdl. The XML document

types used by this service are defined in the XSDSfifghice.xsd and additional schema documentation is
provided inSQuphiceXSD.html.

6.1 DeliverAuthDecisionOperation

6.1.1 Description

A SUPHICE Authorisation Server can use tbBeliverAuthDecisionOperation to notify a
SUPHICE capable encryption device of the outcome of a previeulgnitted authorisation request. The
DeliverAuthDecisionOperation can also be used to revoke a previously accepted request. T

prototype for this operation is shown below.

void Del i ver Aut hDeci si onQper at i on(AuthDecisionType authDecision)

Note thatAuthDecisionType is an abstract type. When an Authorisation Server invokesypigtion it
must use one of the concrete typaceptAuthDecisionType or RejectAuthDecisionType to
indicate whether a request was accepted or rejected. AteeptAuthDecisionType contains
additional elements that allow the Authorisation Servéndicate the cryptographic parameters that must be
used, and the location of a SUPHICE Parameters Server \hese parameters can be obtained. The
RejectAuthDecisionType contains an additional element that allows the Authorisa8erver to
specify a reason why a request was rejected.

6.1.2 Request Parameters

The table below shows details of this operation’s requesinmeters.

Parameter Required?  Type Description

authDecision Yes AuthDecisionType Details of the outcome of a previously
submitted authorisation request, including
an identifier to allow the receiver to
correlate the decision to a request.

6.1.3 Sample Request

A sample request for the case where an authorisatioresetpas been granted is shown below. In this
example the Authorisation Server has mandated that thesteigugranted on condition that tbeiversal

CA is used with th&riple DESalgorithm. The request will also specify where the CA algdrithm can be
obtained.
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<?xml version="1.0" encoding="UTF-8"?>
<AcceptAuthDecision
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemalocation="http://suphice.com/schemas/ suphice/2005 12 31 Suphice.xsd">

<AuthRequestld>12345</AuthRequestld>

<CAName>Universal</CAName>

<AlgorithmName>3DES</AlgorithmName>

<CryptoParamsServiceURL>http://suphice.eu/Param sService</CryptoParamsServiceURL>
</AcceptAuthDecision>

A sample request for the case where an authorisatiareseds denied is shown below. Note this message
also contains a reason that the request was rajecte

<?xml version="1.0" encoding="UTF-8"?>

<RejectAuthDecision
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemalocation="http://suphice.com/schemas/ suphice/2005 12 31 Suphice.xsd">
<AuthRequestld>67890</AuthRequestld>
<Reason>Insufficient security clearance level</ Reason>

</RejectAuthDecision>

6.1.4 Response Parameters

This operation has no response parameters.

6.1.5 Errors

This operation throws no errors.

6.2 CreateSecurityAssociationOperation
6.2.1 Description

A SUPHICE Authorisation Server can use @reateSecurityAssociationOperation to instruct

a SUPHICE capable encryption device to create a newityeassociation to the specified peer, using the
specified algorithm and CA. Only an Authorisation Server ithatative to the cryptographic device can

invoke this operation and this could be enforced throughgsbef XML digital signatures to sign the SOAP

messages. The prototype for this operation is shown below.

void CreateSecurityAssoci ationOperation(
SecurityAssociationDetails securityAssociationD etails)

6.2.2 Request Parameters

The table below shows details of this operation’s requesineters.

Parameter Required?  Type Description
SecurityAssociation Yes SecurityAssociation Details of the security association to
Details Details create, including the address of the remote

peer, the algorithm to use, and the key
material to use.

6.2.3 Sample Request

A sample request for the case where a device is reglsicreate a security association to a peer device
whose public interface address in 10.0.0.1, usinguhi®ersal CA andTriple DES algorithm is shown
below.
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<?xml version="1.0" encoding="UTF-8"?>
<SecurityAssociationDetails
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">

<DeviceDetails>
<Name>dc2k.fire.uk</Name>
<DeviceModel>Thales e-Security Datacryptor 2000</ DeviceModel>
<PubliclP>10.0.0.1</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.1/services/cryptodevicese rvice
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.100/services/authservice
</AuthServiceURL>
</DeviceDetails>
<AlgorithmName>3DES</AlgorithmName>
<CAName>Universal</CAName>
</SecurityAssociationDetails>

6.2.4 Response Parameters

This operation has no response parameters.

6.2.5 Errors

This operation throws no errors.

6.3 DeleteSecurityAssociationOperation

6.3.1 Description

A SUPHICE Authorisation Server can use BweteSecurityAssociationOperation to instruct

a SUPHICE capable encryption device to delete a security iasgncto the specified peer, due to a

previously agreed authorisation being revoked. Only an Authamsa@ierver that is native to the
cryptographic device can invoke this operation. The protdiypthis operation is shown below.

void Del eteSecurityAssoci ati onOperati on(
SecurityAssociationDetails securityAssociationD etails)

6.3.2 Request Parameters

The table below shows details of this operation’s requesinmeters.

Parameter Required?  Type Description
SecurityAssociation Yes SecurityAssociation Details of the security association to delete,
Details Details including the address of the remote peer,

the algorithm to use, and the key material
used by the association.

6.3.3 Sample Request

A sample request for the case where a device is requiestielete a security association to a peer device
whose public interface address in 10.0.0.1 is shown below.
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<?xml version="1.0" encoding="UTF-8"?>
<SecurityAssociationDetails
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">

<DeviceDetails>
<Name>dc2k.fire.uk</Name>
<DeviceModel>Thales e-Security Datacryptor 2000</ DeviceModel>
<PubliclP>10.0.0.1</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.1/services/cryptodevicese rvice
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.100/services/authservice
</AuthServiceURL>
</DeviceDetails>
<AlgorithmName>3DES</AlgorithmName>
<CAName>Universal</CAName>
</SecurityAssociationDetails>

6.3.4 Response Parameters

This operation has no response parameters.

6.3.5 Errors

This operation throws no errors.

6.4 GetSuphiceServiceDetailsOperation
6.4.1 Description
This operation is provided to allow a remote cryptographiiceeto discover full service details from this

device before the remote device issues an authorisatioestetiu its native Authorisation Server. The
prototype for this operation is shown below.

ServiceDetailsType Cet Suphi ceServi ceDet ai | sOperati on()

6.4.2 Request Parameters

The operation has no request parameters

6.4.3 Response Parameters

A sample response document is shown below.
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<?xml version="1.0" encoding="UTF-8"?>
<ServiceDetails
xmins="http://suphice.com/schemas/suphice/2005
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins
xsi:schemal ocation="http://suphice.com/schemas/
<ContactDetails>
<FirstName>Mark</FirstName>
<LastName>lrons</LastName>
<Email>mark.irons@host.domain</Email>
<Telephone>+44 188 9234567</Telephone>
</ContactDetails>
<DeviceDetails>
<Name>dc2k.fire.uk</Name>
<DeviceModel>Thales e-Security Datacryptor
<PubliclP>10.0.0.1</PubliclP>
<CryptoDeviceServiceURL>
http://10.0.0.1/services/cryptodevicese
</CryptoDeviceServiceURL>
<AuthServiceURL>
http://10.0.0.100/services/authservice
</AuthServiceURL>
</DeviceDetails>
<LANDetails>
<Name>Fire Control HQ</Name>
<SecurityLevel>Restricted</SecurityLevel>
<Organisation>UK Fire Service</Organisation
<Location>Reading</Location>
</LANDetails>
</ServiceDetails>

12 31"

o

tance"

suphice/2005_12 31 Suphice.xsd">

2000</DeviceModel>

rvice

6.4.4 Errors

This operation throws no errors.
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7 CryptoParamsService

The CryptoParamsService defines operations that can be used by SUPHICE capablgp&on
devices to download encryption algorithms, key material, aftda@ functionality modules. A device will
typically invoke these operations to obtain data thatgsired before a secure connection can be established
with a peer device. The location of a suitable ParametmsiSis provided to the cryptographic device as
part of the authorisation decision.

In addition to the service documentation provided in this docurtiemtcomplete definition of the
CryptoParamsService is available in the WSDL fil€ryptoParamsService.wsdl. The XML document
types used by this service are defined in the XSDSfifghice.xsd and additional schema documentation is
provided inSQuphiceXSD.html.

7.1 GetAlgorithmOperation
7.1.1 Description

A SUPHICE capable encryption device can use GwtAlgorithmOperation to download an
encryption algorithm from a Cryptographic Parameters seidg. prototype for this operation is shown
below.

AlgorithmType Get Al gori t hmOper at i on(AlgorithmSpecType algorithmSpec)

7.1.2 Request Parameters

The table below shows details of this operation’s requersinmeters.

Parameter Required?  Type Description

algorithmSpec Yes AlgoithmSpecType A specification of the required encryption
algorithm, including the name of the
algorithm and the type of the target device.

7.1.3 Sample Request

A sample request document is shown below. In this exathpl€riple DES algorithm is being requested,
suitable for installation into @hales e-Security Datacryptor 2000 device.

<?xml version="1.0" encoding="UTF-8"?>

<AlgorithmSpec
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">
<AlgorithmName>3DES</AlgorithmName>
<DeviceModel>Thales e-Security Datacryptor 2000 </DeviceModel>

</AlgorithmSpec>

7.1.4 Response Parameters

On success GetAlgorithmOperation returns an Algorithm which includes a binary
implementation suitable for installation into the requestimyice. If unsuccessful, &uphiceError
construct is returned. The table below shows the responsegtaratior this operation.

Parameter Type Description

algorithm AlgorithmType The requested encryption algorithm, including the
specification used in the request and a hex encoded binary
representation of the algorithm suitable for installation into
the target device.
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7.1.5 Sample Response

A sample response document is shown below. HeeBinaryData  element contains the hex encoded
binary algorithm implementation. Themimime:contentType attribute on theHexBinaryData
element indicates the MIME media type and will alwaysmglication/octet-stream

<?xml version="1.0" encoding="UTF-8"?>
<Algorithm
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">
<AlgorithmSpec>
<AlgorithmName>3DES</AlgorithmName>
<DeviceModel>Thales e-Secuity Datacryptor 2 000</DeviceModel>
</AlgorithmSpec>
<HexBinaryData xmlmime:contentType="application /octet-stream'>
DEADBEEF
</HexBinaryData>
</Algorithm>
7.1.6 Errors

A list of possible errors that may be returned by thisration is show below. For a full description of
SUPHICE error codes refer to Section 8.

AlgorithmNotFound

7.2 GetCAOperation
7.2.1 Description

A SUPHICE capable encryption device can useGeeCAOperation to download key material from a
Cryptographic Parameters server. The prototype fooghgsation is:

CAType CGet CAOper ati on(CASpecType caSpec)

7.2.2 Request Parameters

The table below shows details of this operation’s requesinmeters.

Parameter Required?  Type Description

cASpec Yes CASpecType A specification of the required CA,
including the name of the CA and the type
of the target device.

7.2.3 Sample Request

A sample request document is shown below. In this exath@lename of the CA being requested is
Universal, and is suitable for @hales e-Security Datacryptor 2000 device.
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<?xml version="1.0" encoding="UTF-8"?>
<CASpec
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">
<CAName>Universal</CAName>
<DeviceModelType>Thales e-Security Datacryptor 2000</DeviceModelType>
</CASpec>

7.2.4 Response Parameters

On succesSetCAOperation  returns aCA which includes a binary representation of the CA suitadre f
installation into the requesting device. If unsuccessfi@uphiceError  construct is returned. The table
below shows the response parameters for this operation.

Parameter Type Description

CA CAType The requested CA, including the specification used in the
request and a hex encoded binary representation of the CA
suitable for installation into the target device.

7.2.5 Sample Response

A sample response document is shown beld@xBinaryData element contains a hexadecimal encoded
representation of the binary CA. Thenlmime:contentType attribute on theHexBinaryData
element indicates the MIME media type and will alwaysmgication/octet-stream

<?xml version="1.0" encoding="UTF-8"?>
<CA
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">
<CASpec>
<CAName>Universal</CAName>
<DeviceModelType>Thales e-Security Datacryp tor 2000</DeviceModelType>
</CASpec>
<HexBinaryData xmlmime:contentType="application /octet-stream'>
CAFEBABE
</HexBinaryData>
</CA>
7.2.6 Errors

A list of possible errors that may be returned by thisration is show below. For a full description of
SUPHICE error codes refer to Section 8.

CANotFound

7.3 GetSoftwareModuleOperation
7.3.1 Description

A SUPHICE capable encryption device can useGet¢SoftwareModuleOperation to download a
software module (e.g. an IPv6 module) from a Cryptograplaicameters server. The prototype for this
operation is:

SoftwareModuleType Cet Sof t war eModul eOper ati on(
SoftwareModuleSpecType softwareModuleSpec)

7.3.2 Request Parameters

The table below shows details of this operation’s requesinmeters.

Parameter Required?  Type Description
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softwareModuleSpec Yes SoftwareModuleSpecType A specification of the required
software module, including the name
of the module and the type of the
target device.

7.3.3 Sample Request

A sample request document is shown below. In this exarplename of the module being requested is
IPv6, and is suitable for @hales e-Security Datacryptor 2000 device.

<?xml version="1.0" encoding="UTF-8"?>
<SoftwareModuleSpec
xmins="http://suphice.com/schemas/suphice/2005 12 31"
xmins:xmlmime="http://mwww.w3.0rg/2005/05/xmImim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://suphice.com/schemas/ suphice/2005_12 31 Suphice.xsd">
<SoftwareModuleName>IPv6</SoftwareModuleName>
<DeviceModel>Thales e-Security Datacryptor 2000 </DeviceModel>
</SoftwareModuleSpec>

7.3.4 Response Parameters

On succes$etSoftwareModuleOperation returns aSoftwareModule which includes a binary
representation of the module suitable for installatioro itlte requesting device. If unsuccessful, a
SuphiceError  construct is returned. The table below shows the responsegqtaraifior this operation.

Parameter Type Description

SoftwareModule SoftwareModuleType The requested software module, including the specification
used in the request and a hex encoded binary representation
of the module suitable for installation into the target device.

7.3.5 Sample Response

A sample response document is shown beld@xBinaryData element contains a hexadecimal encoded
representation of the binary software module. Tkmlimime:contentType attribute on the
HexBinaryData element indicates the MIME media type and will alwagsapplication/octet-

stream .

<?xml version="1.0" encoding="UTF-8"?>
<SoftwareModule

xmins="http://suphice.com/schemas/suphice/2005_ 12 31"
xmins:xmlmime="http://www.w3.0rg/2005/05/xmlmim e"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemalocation="http://suphice.com/schemas/ suphice/2005 12 31 Suphice.xsd">

<SoftwareModuleSpec>
<SoftwareModuleName>IPv6</SoftwareModuleNam e>
<DeviceModel>Thales e-Security Datacryptor 2000</DeviceModel>

</SoftwareModuleSpec>

<HexBinaryData xmImime:contentType="application /octet-stream™>
FEEDFACE

</HexBinaryData>

</SoftwareModule>

7.3.6 Errors

A list of possible errors that may be returned by thisraiion is show below. For a full description of
SUPHICE error codes refer to Section 8.

SoftwareModuleNotFound
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8 Error Codes

All SUPHICE web services operations may return an remwsing the defined XML document
SuphiceErrorType . This type conveys information about the error to thengliacluding an error type
code and a message describing the error. All defined epes Bre documented in the table below.

Error Name
CouldNotProcessAuthRequest
UnknownAuthRequest
AlgorithmNotFound

CANotFound
SoftwareModuleNotFound
CoundNotCreateSecurityAssociation
CouldNotDeleteSecurityAssociation

Description

Indicates that the authorisation request could not be processed.
Indicates that the specified auth request was unknown.

Indicates that the specified encryption algorithm could not be found.
Indicates that the specified CA could not be found.

Indicates that the specified software module could not be found.
Indicates that a device could not create a security association.
Indicates that a device could not delete a security association.
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